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-  the EMSK is available in the ME already in step 5 and therefore the ME calculates KAUSF and KAUSF already in step 5, instead of when EAP-Success is received from the network in step 11.

· in step 10, the clarification that the AUSF derives EMSK from CK’ and IK’ as described in RFC 5448 and Annex F, has been added.
· in step 1, it is stated that the UDM/ARPF shall compute CK' and IK' as per the normative Annex A. It has been clarified that the reference should be Annex A.3.
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**** START OF CHANGES ****

6.1.3
Authentication procedures

Editor's Note: The term authentication vector in this clause is used for authentication vectors that contain different elements. It is FFS to specify what is in each authentication vector.


6.1.3.1
Authentication procedure for EAP-AKA'

EAP-AKA' is specified in RFC 5448 [12]. The 3GPP 5G profile for EAP-AKA' is specified in the normative Annex F.

EAP-AKA' is applied within the 5G authentication framework whenever the UDM/ARPF has received an Nudm_UEAuthentication_Get Requestmessage from the AUSF, and has chosen EAP-AKA' as the authentication method, cf. sub-clause 6.1.2 of the present document. 
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Figure 6.1.3.1-1: Authentication procedure for EAP-AKA'

The authentication procedure for EAP-AKA' works as follows, cf. also Figure 6.1.3.1-1:

0. The AUSF shall send a Nudm_UEAuthentication_Get Request message to the UDM/ARPF, if SUCI was included in the Nudm_UEAuthentication_Get Request, UDM/SIDF shall deconceal the SUPI and then choose EAP-AKA’ as authentication method as described in clause 6.1.2.

1.
The UDM/ARPF shall first generate an authentication vector with Authentication Management Field (AMF) separation bit = 1 as defined in TS 33.102 [9]. The UDM/ARPF shall then compute CK' and IK' as per the normative Annex A.3 and replace CK and IK by CK' and IK'. 

2.
The UDM shall subsequently send this transformed authentication vector (RAND, AUTN, XRES, CK', IK') to the AUSF from which it received the Nudm_UEAuthentication_Get Request together with an indication that the AV is to be used for EAP-AKA' using a Nudm_UEAuthentication_Get message. 

NOTE:
The exchange of a Nudm_UEAuthentication_Get Request message and an Nudm_UEAuthentication_Get Response message between the AUSF and the UDM/ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], sub-clause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. The "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> parameter is not defined in RFC 5448 [12], but rather in 3GPP specifications. For EPS, it is defined as "network access identity" in TS 24.302 [13], and for 5G, it is defined as "serving network name" in sub-clause 6.1.1.4 of the present document.





In case SUCI was included in the Nudm_UEAuthentication_Get Request, UDM will include the SUPI in the Nudm_UEAuthentication_Get Response.
The AUSF and the UE shall then proceed as described in RFC 5448 [12] until the AUSF is ready to send the EAP-Success.

3.
The AUSF shall send the EAP-Request/AKA'-Challenge message to the SEAF in a Nausf_UEAuthentication_Authenticate Response message. 

4.
The SEAF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Auth-Req message. This message shall also include the ngKSI that will be used by the UE and AMF to identify the partial native security context that is created when EMSK is available. The ME shall forward the RAND and AUTN received in EAP-Request/AKA'-Challenge message to the USIM.


5.
At receipt of the RAND and AUTN, the USIM shall verify the freshness of the authentication vector by checking whether AUTN can be accepted as described in TS 33.102 [4]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [4], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. The ME shall derive CK' and IK' according to Annex A.3. The ME derives EMSK from CK’ and IK’ as described in RFC 5448 and Annex F. The ME uses the first 256 bits of the EMSK as the KAUSF and then calculates KSEAF from the KAUSF in the same way as the AUSF and derives the KAMF from the KSEAF and the SUPI according to Annex A.7.

If the verification of the AUTN fails on the USIM, then the USIM and ME shall proceed as described in sub-clause 6.1.3.2.1.
6.
The UE shall send the EAP-Response/AKA'-Challenge message to the SEAF in a NAS message Auth-Resp message.

7.
The SEAF shall transparently forwards the EAP-Response/AKA'-Challenge message to the AUSF in Nausf_UEAuthentication_Authenticate Request message. 

8.
The AUSF shall verify the message, and if the AUSF has successfully verified this message it shall continue as follows, otherwise it shall return an error. 

9.
The AUSF and the UE may exchange EAP-Request/AKA'-Notification and EAP-Response /AKA'-Notification messages via the SEAF. The SEAF shall transparently forward these messages. 

Editor's note: the condition needs to be clarified.
10.
The AUSF derives EMSK from CK’ and IK’ as described in RFC 5448 and Annex F. The AUSF uses the first 256 bits of EMSK as the KAUSF and then calculates KSEAF from KAUSF as described in clause A.6. The AUSF shall send an EAP Success message to the SEAF inside Nausf_UEAuthentication_Authenticate Response, which shall forward it transparently to the UE. Nausf_UEAuthentication_Authenticate Response message contains the KSEAF. If the AUSF received a SUCI from the SEAF when the authentication was initiated (see sub-clause 6.1.2 of the present document), then the AUSF shall also include the SUPI in the Nausf_UEAuthentication_Authenticate Response message. 

11.
The SEAF shall send the EAP Success message to the UE in the N1 message.

The key received in the Nausf_UEAuthentication_Authenticate Response message shall become the anchor key, KSEAF in the sense of the key hierarchy in sub-clause 6.2 of the present document. The SEAF shall then derive the KAMF from the KSEAF and the SUPI according to Annex A.7 and send it to the AMF. 
The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in sub-clause 6.1.4 of the present document. 

If the EAP-Response/AKA'-Challenge message is not successfully verified, the subsequent AUSF behaviour is determined according to the home network's policy. 

If the AUSF and SEAF determines that the authentication was successful, then the SEAF provides the ngKSI and the KAMF to the AMF.



**** NEXT CHANGE ****
A.3
CK' and IK' derivation function

When deriving a CK' and IK' , the KDF of TS 33.402 [11] clause A.2 shall be used with the following exception: the serving network name shall be used as the value of access network identity (P0).

The serving network name shall be equal to the concatenation of the service code set to '5G' and the SN Id according to sub-clause 6.1.1.4 "Construction of serving network name". 


**** End of Changes ****
�SA3 may want to send an LS to CT4 informing about the content of this EN.
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